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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 
application: 

1 . (Currently Amended) A mutual authentication method for use between a 
recording apparatus which records copied contents on a removable recording medium 
having an arithmetic processing function, and the removable recording medium, said 
method comprising the steps of: 

storing in the removable recording medium at least first information which 
depends on the removable recording medium, and second information which is to be 
shared by the recording apparatus in executing mutual authentication with the recording 
apparatus and depends on the removable recording medium; and 

generating by the recording apparatus authentication information used in 
mutual authentication with the removable recording medium on the basis of only the first 
information obtained from the removable recording medium, and executing mutual 
authentication between the recording apparatus and the removable recording medium 
using the generated authentication information and the second information, wherein 
executing the mutual authentication includes the steps of 

generating a random number in the recording apparatus and transferring the 
random number to the removable recording medium, 

generating a first function in the recording apparatus using the generated 
authentication information and the generated random number, 



-2- 



U.S. Application No. 09/593,864 

Customer No. 22,852 J 
Attorney Docket No. 04329.231 9 

generating a second function in the removable recording medium using the 
generated second information and the transferred random number, and transferring the 
second function to the recording apparatus, and 

comparing the generated first function with the generated second function in the 
recording apparatus. 

2. (Currently Amended) The method according to claim 1, further comprising the 
step of: 

generating the authentication information by encrypting the first information using 
an encryption key obtained from the removable recording medium. 

3. (Currently Amended) A mutual authentication method for use between a 
reproducing apparatus which reproduces copied contents recorded on a removable 
recording medium having an arithmetic processing function, and the removable 
recording medium, said method comprising the steps of: 

storing in the removable recording medium at least first information which 
depends on the removable recording medium, and second information which is to be 
shared by the reproducing apparatus in executing mutual authentication with the 
reproducing apparatus and depends on the removable recording medium; and 

generating by the reproducing apparatus authentication information used in 
mutual authentication with the removable recording medium on the basis of only the first 
information obtained from the removable recording medium, and executing mutual 
authentication between the reproducing apparatus and the removable recording 
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medium using the generated authentication information and the second information, 

wherein executing the mutual authentication includes the steps of 

generating a random number in the reproducing apparatus and transferring the 
random number to the removable recording medium, 

generating a first function in the reproducing apparatus using the generated 
authentication information and the generated random number, 

generating a second function in the removable recording medium using the 
generated second information and the transferred random number, and transferring the 
second function to the reproducing apparatus, and 

comparing the generated first function with the generated second function in the 
reproducing apparatus. 

4. (Currently Amended) The method according to claim 3, further comprising the 
step of: 

generating the authentication information by encrypting the first information using 
an encryption key obtained from the removable recording medium. 

5. (Currently Amended) A recording apparatus for recording copied contents on 
a removable recording medium while limiting the number of copied contents to be 
recorded on the removable recording medium, said apparatus comprising: 

generation means for generating authentication information, which is used in 
mutual authentication with the removable recording medium and is to be shared by the 
removable recording medium, on the basis of only first information which is obtained 



U.S. Application No. 09/593,864 
Customer No. 22,852 
Attorney Docket No. 04329.2319 

from the removable recording medium and depends on the removable recording 

medium; and 

mutual authentication means for executing mutual authentication with the 
removable recording medium using the authentication information generated by said 
generation means, wherein the mutual authentication means includes 

means for generating a random number and transferring the random number to 
the removable recording medium, 

means for generating a first function using the generated authentication 
information and the generated random number, 

means for receiving from the removable recording medium a second function 
generated using second information and the transferred random number, and 

means for comparing the generated first function with the received second 
function. 

6. (Currently Amended) An apparatus according to claim 5, wherein said 
generation means generates the authentication information by encrypting the first 
information using an encryption key obtained from the removable recording medium. 

7. (Previously Presented) A reproducing apparatus for reproducing copied 
contents recorded on a removable recording medium while limiting the number of 
copied contents to be recorded on the removable recording medium, said apparatus 
comprising: 
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generation means for generating authentication information, which is used in 

mutual authentication with the removable recording medium and is to be shared by the 

removable recording medium, on the basis of only first information which is obtained 

from the removable recording medium and depends on the removable recording 

medium; and 

mutual authentication means for executing mutual authentication with the 
removable recording medium using the authentication information generated by said 
generation means, wherein the mutual authentication means includes 

means for generating a random number and transferring the random number to 
the removable recording medium, 

means for generating a first function using the generated authentication 
information and the generated random number, 

means for receiving from the removable recording medium a second function 
generated using second information and the transferred random number, and 

means for comparing the generated first function with the received second 
function. 

8. (Currently Amended) An apparatus according to claim 7, wherein said 
generation means generates the authentication information by encrypting the first 
information using an encryption key obtained from the removable recording medium. 
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9. (Currently Amended) A removable recording medium having an arithmetic 
processing function, comprising: 

storage means for pre-storing first information which is unique to said removable 
recording medium, and second information which is to be shared by a recording 
apparatus for recording copied contents on said removable recording medium and a 
reproducing apparatus for reproducing the copied contents in executing mutual 
authentication among the removable recording medium, the recording apparatus, and 
the reproducing apparatus, and depends on said removable recording medium; and 

mutual authentication means for executing mutual authentication between the 
removable recording medium and the recording apparatus, and between the removable 
recording medium and the reproducing apparatus using authentication information 
generated based on only the first information by the recording apparatus and the 
reproducing apparatus, and the second information, wherein the mutual authentication 
means includes 

means for generating a random number and transferring the random number to 
one of the recording apparatus and the reproducing apparatus, 

means for generating a first function using the second information and the 
generated random number, 

means for receiving from the one of the recording apparatus and the reproducing 
apparatus a second function generated using the authentication information and the 
transferred random number, and 

means for comparing the generated first function with the received second 
function. 
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10. (New) The method according to claim 1 , wherein the removable recording 
medium is a memory card. 

1 1 . (New) The method according to claim 3, wherein the removable recording 
medium is a memory card. 

12. (New) The apparatus according to claim 5, wherein the removable 
recording medium is a memory card. 

13. (New) The apparatus according to claim 7, wherein the removable 
recording medium is a memory card. 

14. (New) The medium according to claim 9, wherein the removable recording 
medium is a memory card. 
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